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* Traditional/on-site auditing

« Office Vs. Work from Home
REMOTE AUDIT

AS THE NEW
NORMAL
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* Hybrid — most preferred






Companies are facing two
major challenges:

- Digital fransformation
- Sustainable development

Internal Audit must follow both!




% of employees working remotely

Source: McKinsey, NCClI, 2021
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On-site

»Face-to-face contact
»Body language

» Small talks

» Auditees want to share more

» Quick drop-in meetings to clarify
or confirm understanding

»Time consuming

»Book meeting rooms



Saved Time and Money by Using
Technology

Reliable, safe and easy to use platforms

quick chat

video meetings Zoom 0

share screens
share and edit documents O .’_
schedule and divide fasks @ Skype * I

No additional licenses required 'fc'.'s'é',c;' Webex

LA Google Meet (/] gj
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Planning - key to success
Identify Key contact person based on responsibility,
competency and availability

Consider increased IT security risks

Remote Audits —
Planning phase

Define delivery methods / file transfer limits

Assess possibility for remote access / previous audits

Third party systems / legacy tools

Pre-define clear timelines - delays are more common




Remote audit - execution:

Virtual working environment
Different communication skills
Camera on - off

Technical issues during meetings
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Follow up on set timelines, timely escalation is critical

> Documents are typically stored in the cloud for a low fee and can be
accessed from anywhere.

> Limitations in evidence gathering
> PDF scans
> print screens
> attendance reports
>

walkthrough meeting recordings

WITH REMOTE AUDITING COMES A HIGHER RISK OF MANIPULATION OF
EVIDENCE
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Digital products audit procedures

» Understand details how the process works
Focus on automated controls

\ 4

Check if manual interventions by employees/clients are possible and to
what extend

\ 4

Deep dive analyfics help develop more representative sample

Check if written codes against approved rules are working as expected
Interface with core banking systems and other satellite systems

Password security controls / Multi-factor authentication

Automated notifications (changed password, personal data ...)

Logs - availability and information kept / version (source) control software

Video recordings match with logs

vV v v vV v v v v

Analyze recurring OP risk incidents
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« Data confidentiality and privacy

u - File sharing with external parties (co/outsourcing,

consultants, subsidiaries)

 Public networks (irains, airports, coffee shops ...)

SECURITY RISK -+ Easy access, fast perfformance, minimum disruptions

Vs. DATA SECURITY

« Remote access infrastructure / Saa$
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Multi-factor authentication

Step 1 Step 2 Step 3
password proof access

Trust? Access
""""" >\ Granted

i

& Time to change your password
Your password will expire in 3

days.

Change it now =




COMPLIANCE CHALLENGES
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= Where an employee works matters — a lot
« Compliance burdens for employers
« Tax implications for employees



EU TELEWORK LEGISLATION

“Form of organizing and/or performing work, using information technology, in
the context of an employment contract/relationship, where work, which
could also be performed at the employer’s premises, is carried out away from
those premises regularly.”

Regulations on telework vary across Member States

EU Framework Agreement on Telework (2002)

Framework Directive on Safety and Health at Work (Directive 89/391 EEC)
Directive 2003/88/EC of the European Parliament and of the Council (2003)
Resolution on the Right to Disconnect (2021)

Framework Agreement on Cross-Boarder Telework (TWA) (2023)

Labor Laws
Collective agreements
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EFFECTIVE
COMMUNICATION,
COLLABORATION
AND MONITORING

* Hiring new colleagues

* Onboarding program

* Daily communication

 Jour-fix meetings

* Meet in person / team building




WE ARE HIRING JOIN OUR INTERNAL AUDIT TEAM
OPEN POSITION

1 »Hiring process

'4 » Virtual interviews

» Face-to-face meeting

|
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Onboarding

new
colleagues




EFFECTIVE COMMUNICATION, COLLABORATION AND
MONITORING

Manage your team remotely

Make yourself available - talk with everyone

Turn on your cameral

Schedule (bi)weekly team meetings - jour fix
Be flexible, but keep focus on goals

Practice patience and empathy

Delegate better - demonsirate trust in others

66

You manage things;
you lead people.”

—Rear Admiral Grace Murray Hopper




NOT DELEGATING HELICOPTERING MY WAY... FORWARDING

well, not enough ;) how Is it going? is definetly the best without proper context

Common mistakes in delegating tasks




On-line meetings in datao

P =
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more meetings of all meetings
during and after pandemic are seen as

waste of time

b

92 /4

participants multitasks
during online meetings

55% of remote workers think that a majority of meetings “could have been an email.”

Source: Harvard Business Review




WORKING FROM HOME
EXPECTATION:

too much screen-time
back-pain

headache

sleep deprivation REMOTE WORKING IS TAKING ITS TOLL
few extra pounds

low energy

mental health



SUMMARY

- Flexibility matters

- Remote audit with more flexible working patterns will continue to
play a significant role in the future

- Internal audit must adopt to new virtual environment and more
digital processes

- Consider security risks and privacy at every stage of audit

- Respect compliance boundaries

- Meet your team regularly — nothing can replace face-to-face
- Visibility of internal audit is very important



Q&A




