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The Institute of Internal Auditors (lIA) intfroduced the Three Lines of Defense
model in 2013, adapted from the ECIIA/FERMA guidance based on Article 41
of the 8th EU Company Law Directive.

This model has since become a fundamental framework for risk management
and control across organizations, particularly for governing bodies and the
internal audit profession. It provides a structured approach to defining roles
and respon5|b|I|’r|es INn managing risk and ensuring internal confrol, and has
ted as a benchmark, especially in sectors with high



Original Model: 2013

The Three Lines of Defense Model
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The 1lA’s Three Lines Model: An update of the Three
Lines of Defense

Initially, the model was designed to be
generally applicable across all types of
organizations, but it did not fully account for
the unique requirements of specific industries
such as regulated financial institutions.
Recognizing the need for a more adaptive and
collaborative approach, the lIA updated the
model in 2020, renaming it the "Three Lines
Model." This revision infroduced a more flexible,
ciples-based structure aimed at fostering
1d cooperation between



Not All Organizations Fit the Model Neatly

In small or mid-sized organizations, resource constraints blur the boundaries between
lines.

Dual-hatting is common — where personnel wear both first and second line hats, or risk
and audit responsibilities overlap.

Some crifics of the old model said that the concept of risk had
become dated; use of the term lines suggested silos and hard
lines that could not be crossed; the lines alluded to sequential
operations — first o second to third; the positioning of the board in
d graphic made it look remote, floating above the
in infernal audit, as if saying ‘you can't do
N flexible for smaller
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The 2020 IIA Update — More Than a Renaming

The lIA's revised Three Lines Model (2020) isn't just A
rebrand — it:

Centers governance and accountability as the
unifying force

Encourages collaborative intelligence across
lines

Promotes  strategic  alignment of  risk,
compliance, and assurance




The Three Lines Model encourages a principles-based approach to match the
needs and circumstances of an orgomza’non Clearly, all organizations are
>Nt and there can be no one-size-fits-all approach. This led to the model’s

iples on WhICh it is based. An additional significant
ing the use of “lines” and instilling the

=|lationships among




Effective risk management requires a coordinated, organization-
wide effort, one that involves clear roles, open communication, and
strong collaboration across all functions responsible for managing
risk. The Three Lines Model provides a simple and effective way to
enhance communication on risk management and confrol by
clarifying essential roles and duties. Effective risk management
demands collaboration across all three lines of defense-operational
ne), risk and comphonce functions (second

ne). As regulatory environments

“ybersecurity, ESG




Internal audit in its modern-day form evolved from the 1940s
through a process of evolution:

y Checking — up to 1960s — Simple checking of fransactions to
ensure correctness that often involved checking 100% of
transactions.

y Compliance - 1960s-1980s — Simple compliance audits of
individual business activities and transactions with a cyclical
Jpproach to cover every organisation activity over a number of
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In this dynamic environment, internal audit’s role has evolved significantly

Then (Traditional View) Now (Evolved View)
Retrospective Forward-looking
Static audit plan Agile, risk-responsive planning

Evaluates risk frameworks and culture




Why Internal Audit’s Role Is Evolving

Risk environment is more complex & interconnected
— Requires broader, system-wide audit perspective

Stakeholders demand strategic insight, not just
assurance

— Boards expect forward-looking, value-adding risk
advice

Governance frameworks promote collaboration
— Internal audit works more closely with the second




Seventy-one percent (71%) of CAEs and other senior-level internal auditors reported having Roles Beyond Internal Audit

responsibilities beyond their role as head of internal audit (refer to Figure 16).

Figure 16
Other Roles and Responsibilities .y
Fraud investigation °
I 40%
. 32%
compliance/regulatory
No other roles P 32
Enterprise risk management 32%
(ERM) program [ 30%
32%

Ethics or whistleblower program
T 28%

Adg;t;'eosn al Sarbanes-Oxley (SOX) program _ 11;::

rrole as head of internal audit, for which areas are you responsible? Loan compli ance
(for financial institutions)

odel Audit Rule (MAR) program
] ompanies)




According to the lIA's North American Pulse of
Internal Audit Survey (Oct—Nov 2024),

89% of Chief Audit Executives (CAEs) are
responsible for one or more areas outside the
traditional internal audit function. Reflecting this,
the 2025 Pulse of Internal Audit report shows that
- % of internal audit functions have already
2 on more proactive risk
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Top Five Responsibilities Beyond Traditional Internal Audit Work

AuditBoard’s report, titled

How would you best describe SOX Testing

your team's responsibility for . I . . HlnTernGI AUdiT’S EXpOnding
| Role: The Foundation for
Connected Risk,"

the following activities today? Information Security Control Testing
SOX PMO/Program Compliance
Ethics and Hotline Management

Enterprise Risk Management

0% 20% 40% 60% 80% 100%

N/A Not Involved at All @ Somewhat Involved @ Formal Advising Responsibility @ Heavily Involved, But Do Not Own @ Internal Audit Is Responsible




Top Five Areas Where CAEs Seek Greater Responsibilities

AuditBoard’s report, titled
:}h;‘;z(g;i:;iﬁggizzzgﬁes Integrated Risk Management " Hln'l'erncl AUdi'I"S EXpOnding
Role: The Foundation for

should have more responsibilities Enterprise Risk Management

for within the next two years? . "
' TECEECTEEETE | Connected Risk,

Continuous Monitoring of a Key Process
Information Security Control Testing

Operational Risk Management
0% 20% 40% 60% 80%

N/A Not Involved at All @ Somewnhat Involved @ Formal Advising Responsibility @ Heavily Involved, But Do Not Own @ Internal Audit Is Responsible




THE KEY RISK MANAGEMENT RESPONSIBILITIES INTERNAL AUDIT CAN

ASSUME IN THE SECOND LINE

:
2
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Core internal audit roles Legitimate internal audit roles

{ t
Accountability for risk managemen

Roles internal audit
should not undertake



Standards Spotlight
Standard 6.1 Internal Audit Mandate

Considerations for Implementation

Role(s) — The primary role of the internal audit function is to conduct internal audit
activities and deliver internal audit services. There may be situations where roles
beyond internal auditing are part of the chief audit executive's responsibilities, such as
risk management or compliance. These nonaudit roles are discussed further in
Standard 7.1 Organizational Independence

Standard 7.1 Organizational Independence

one or more ongoing roles beyond internal
1d established safeguards must be
sibility are subject to




Standards Spotlight

Standard 7.1 Organizational Independence
Considerations for Implementation

In addifion to the responsibilities of managing the internal audit
function, the chief audit executive is sometimes asked to take on
nonaudit roles that may impair or appear to impair the internal
audit function’s independence. Examples include situations such
qas:

requwemen’r prompts an immediate need to
anagement activities to ensure




The CAE may be asked to assume second line of defense
activities in situations such as:

[1 New regulatory requirement: A new regulation requires
substantial effort associated with new policies, procedures,
testing, and risk management activities.

[1 Change in business: An organization may enter into a new
geographical market or new business sesgment and be subject 1o
egulations or risk management activities.

organization may experience
1 the leader



Internal Audit’'s Core Assurance Roles Roles internal audit should not undertake

1 Provide assurance on the risk management process. 11 Setting risk appetite.
1 Provide assurance that risk§ are correctly evaluated. " Imposing risk management processes.
(1 Evaluate the reporting of key risks.

[1 Providing management assurances on

[1 Review the management of key risks (including testing =

controls).

[1 Making decisions on risk responses.
Internal audit’s roles with safeguards 9 S

1 Implementing risk responses on
management’s behalf.

'] Facilitate identification and evaluation of risks.

nding 1o risks. (1 Assuming accountability for risk

management.



Internal Audit’s active participation in the second line of defense goes beyond
tradifional assurance roles and brings substantial value to an organization’s risk
management framework. By collaborating closely with risk management and
control functions, Internal Audit helps enhance the effectiveness and efficiency of
risk oversight. This involvement leads to improved early risk detection, stronger
governance, and a more proactive risk culture. In addition, Internal Audit’'s unique
perspective and skillset help reduce duplicative efforts and enable joint risk
assessments, fostering a more integrated and dynamic risk management
environment. The following points highlight the key benefits organizations can
ernal Audit assumes responsibilities in the second line.

ne harmonization of risk assessment
ycti promoting



Benefits to the Internal Audit Function

Broader Impact: Internal audit’s role extends beyond traditional
focuses on compliance and financial statement accuracy, allowing
the function o influence a wider range of organizational risks and
processes.

More Robust and Relevant Audit Plan: Involvement in the second line
helps infernal audit develop audit plans that better reflect current
Gngrql _eTmerglng risks, increasing the relevance and value of audit
activities

Increased Knowledge and Expertise: Acfive participation in second-
tions provides internal audit staff with growth and fraining
their risk management skills and overall




Benefits to the Organization

Holistic Risk Insights Through Integrated Risk Assessment

Internal audit brings cross-process insights that enrich second-line risk assessments. For instance,
internal audit’s deep dive into financial controls can reveal operational or compliance risks
that risk managers might not prioritize. By integrating audit findings into risk registers, the
second line gains a more comprehensive understanding of risk exposures.

Enhanced Risk Identification and Early Warning Capabilities

Internal audit feams offen have a broad view of organizational processes and risks through
their periodic audits. When involved in the second line, they can contribute to real-time risk
identification rather than just retrospective reviews. Their expertise in control weaknesses helps
the risk management function to focus on critical and emerging risks proactively, providing a
more dynamic risk profile.

For example, internal audift involvement in risk workshops or risk assessments brings a fresh
hat operational risk managers might overlook, especially in complex or cross-




Standards Spotlight

Standard 7.1 Organizational Independence
Considerations for Implementation

When discussing nonaudit roles and responsibilities with the board and senior
management, the chief audit executive should identify appropriate safeguards
depending on whether the roles are permanent or temporary and intended to
erred to management.

t an impairment has occurred, the chief audit
management potential
’ imeline for

.
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Transition Plan

If the assignment of second line of defense responsibilities to internal audit is
considered temporary, it may be beneficial to develop a formal transition plan,
discuss it with management and the board, and implement it to eventually reassign
those responsibilities. The transition plan can take into account factors such as:

1 Organizational/structural needs: Internal audit may need to adjust reporting
relationships as individuals or groups cease their role in second line of defense
activities. If these responsibilities are moving elsewhere in the organization, structural
changes may be required to ensure independence and objectivity.

] Resources:. Resources may be required to train individuals elsewhere in the

organization for second line of defense duties or to transition internal audit staff to
these roles.

ine and tasks: Responsibilities and target dates for key milestones should be

accordance with Standards,
were previously



Internal audit should take care to avoid activities that
compromise their independence and/or objectivity,
including:

1 Setting the risk appetite.
1 Owning or managing risks.

JAssuming  responsibilities  for accounting,  business
development, and other first line of defense functions. [
Making risk response decisions on management’s behalf.

ssuming accountability  for  risk




Formalization by documenting roles and responsibilities in the
internal audit charter

It is important to avoid any ambiguity regarding the potential
roles of Internal Audit and second line of defense functions in
the organization by explicitly defining these roles. The aim,
mandate and nature of the infernal audit’s activities should be
documented in the organization’s internal audit charter and be
approved by the Management Board and the Audit
Committee. If ’rhe Internal Audit is also responsible for one or

J line of defense func’rlons this should be explicitly
ne role and respon5|b|I|’r|es of
e internal




Internal audit, with its holistic view across the
organization, is increasingly recognized as a
valuable conftributor beyond its traditional third-
line role. By assuming clearly defined, advisory-
focused responsibilities within the second line,
internal avudit can significantly enhance the
organization’s risk management capabilities while
iNng itsi endence and objectivity.

Conclusion: Role Clarity = Risk Clarity

To fully support the organization while
maintaining credibility, Internal Audit
must:

Remain advisory, not operational.
Document its boundaries.

Secure governance approval and
oversight.

Continuously monitor and disclose
f its involvement.




Key Takeaways

The Three Lines Model remains foundational, but must be applied with
f|eXi?I|ITy to reflect today's dynamic risk environment and organizational
realities

Internal audit can play a vital role in the second line by offering risk advisory
support, reviewing and enhancing risk frameworks, fostering a strong risk
culture, and supporting enterprise-wide risk assessments.

It is crucial that internal audit does not assume risk ownership. Its role must
remain independent, focused on providing assurance, insight, and
constructive challenge—not on managing or mitigating risks directly.

Strong governance, clearly defined roles, and active oversight by the audit
i essentfial fo safeguard infernal_ audit’s independence and
cond-line support capacity.

strategic enabler. It
nal







